Connecting to WiFi on a Win 7 Laptop

WPS_WiFi is the name of the Westborough School district’s wireless local area

network.
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Connecting to WiFi on a Win 7 Laptop
Right click on WPS_WiFi and choose connect.

Askbar of your desktop.

Click on the WiFiicon

n on the bottom

Network Authentication

Please enter user credentials

4 l Mser name
u | Password
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’You will be prompted to enter your
school network login username and

password.
Click:0K

[ ok ][ conce ]I

If you are not able to connect to the WPS_WiFi continue with the

following directions:
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Click on the WiFi icon

work Connection

L’
on the bottom

taskbar of your desktop.

’Then Click: Open Network
and Sharing Center

GO “|5¥ » Control Panel » All Control Panel tems » Network and Sharing Center '|"H Seard!
Control Panel H 2
ontrol Panel Home ; ; ; : ;
View your basic network information and set up connections o
Click-“Set up a new
Ch dapter setti o . I S¢ .
S & = & _— = q connection or network”
hari
f:;;:ge S WHS-MLAB-T Westborough.local Internet
g5 ;
(This computer)
View your active networks
% Westborough.local Accesstype:  Intem
Domain network Connections: Area Connection

Change your networking settings

ﬂk. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acc

by Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

? Set Up a Connection or Network
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Choose a connection option Click: “Manually connect to wireless

network”

Connect to the Internet

et up 8 broadband or dual-ug nnecbon 1o the intermnet

i. Set up a new network
| -,

¢t up & new router or access point

‘ anually connect 1o 2 wireless network
e

onnect to 2 hidden network of crexte a new wirsless profile.

& Connedtoawortpl'afs Click: Next
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Erter information for the wireless network you want to add

Plstwork name: WIS WF
Seoutiy hype WRAZ-Ertemprnie w
EnCryption type: AES
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] Seart Hein connection ustomnticaly

L] Comwect even @ bhe soetwaik 15wt Braadoibing

Wamning ¥ you select this option, yosr compuier's pervacy might be st rak
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Network Name:

WPS_WiFi
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Make sure
these two
boxes have
this content

i‘ Manually connect to a wireless network

Successfully added WPS_WiFi
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pEn & connection propertie

Click: Next
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settings
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\ Click-Change Connection

Close
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[ Connect automatcaly when this network is In range
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Click: Security
Tab

WPE_WiF Wissleas Metwark Properties

Comecton | sty
Seuiily Lype WA -Erierprise e
Emcryphion: type: AFS a
I?n_qnurqh-:rl:.rrmh;-u method: )

Mcrosafts Prosected EAR PEAF) ~ m
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i ['m logegad an
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This box should read:
Microsoft Protected EAP (PEAP)

Click: Settings
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Protected EAP Properties

H'| When connecting:

[ validate server certificate €
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Make sure

| Connect to these servers:

Trusted Root Certification Authorities:
[] AddTrust External CA Root

[] America Online Root Certification Authority 1 1
[] Baltimore CyberTrust Root

[7] class 2 Primary CA

[ class 3 Public Primary Certification Authority

[7] cOMODO Certification Authority

[7] comoDO RSA Certification Authority

< | m |

[:] Do not prompt user to authorize new servers or trusted
certification authorities.

rd

'] [ Configure... ]

Select Authentication Method:

[Secured password (EAP-MSCHAP v2)

Enable Fast Reconnect
[ Enforce Network Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[7]Enable Identity Privacy |

o [

EAP MSCHAPY2 Properties

¥When connecting

this box is
unchecked
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Click: Configure
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password {and doman f any)
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Make sure this box is unchecked and
\N'Kk:OK

N

Click: OK
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Click: Advanced Settings

Choome & nebecrk safenbcaion method:

Mcrosaft: Protecied EAR (PEAF) | | g

[ Remenber my oedendal Por ths conreosen sadh
g ['m bageped on

Advanced settings 4

B02.1xsettngs  BOZ. 11 settings
[ specify authenticaton mode: € ——

User auithenbcation 3 Imm'

Delete credentials for ol users
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Must be checked

[l Enabie singhe sign on for this network
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m mmediately before user logon B

Perform mmediately after user bgon

Must contain this title

10

Allowi addibonal dalogs to be deplayed during sngle
sign on

This network uses separate virtual LANS for madhme
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Save Credentials




Windows Security

Save credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates),

. whsteststudent
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2

Enter your network
username and
password

Click OK, Close and “x” out of all open windows
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To Check your WiFi Connection:

Click on the WiFi icon on the bottom taskbar of your desktop.

Right click on WPS_WiFi and choose connect.
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You will be prompted to enter your school network login username and password.

Network Authentication

Please enter user credentials

[ pser name ]

[ Password ]

[ ok || cance |




